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Managing Cybersecurity Risk

• Cybersecurity: The Current Legal and Regulatory Environment

• Increasingly sophisticated

• Global reach 

• Cybersecurity Governance: Considerations for Management

• Assessing cybersecurity risk

• Implementing sustainable governance to manage risk
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Cybersecurity:
The Current Legal and Regulatory Environment



Breaches are an Emerging and Increasing Risk

• Ponemon Institute, Cost of Data Breach Study (June 2016)

• $4M – average cost of data breach 

• $158 – average cost per record 

• Data breaches are increasingly sophisticated and happening 

on a global scale

• According to security researchers, the WannaCry ransomware attack 

(May 2017) has hit over 200,000 systems in more than 150 countries.  

That number continues to grow as security and IT departments work to 

contain and remediate the effects of the attack.
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Data Breach Patterns and Trends
(from California Data Breach Report, 2016)

• Most common causes of recent breaches:

• Cyberattacks (hackers/malware)

• Theft or loss of unencrypted data on electronic devices

• Errors by insiders 

• Failure to shred documents/wipe devices

• Giving unauthorized employees access to data
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Data Breach Patterns and Trends
(from California Data Breach Report, 2016)

• Most likely data types: 

• Social Security Numbers (just under half of all breaches)

• Medical information (19 percent)
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Potential Consequences of a Breach

• Data breach investigation and incident response costs

• Reputational harm 

• Financial harm 

• Investigations by regulators (SEC, FTC, state AGs’ offices)

• Consumer class action lawsuits

• Shareholder lawsuits
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Cybersecurity: The FTC View

“The touchstone of the Commission’s approach to data security 

is reasonableness: a company’s data security measures must be 

reasonable and appropriate in light of the sensitivity and volume 

of consumer information it holds, the size and complexity of its 

business, and the cost of available tools to improve security and 

reduce vulnerabilities.”  

FTC, Commission Statement Marking the FTC’s 50th Data Security Settlement 

January 31, 2014
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Cybersecurity: The FTC View

In June 2015, the FTC released Start with Security: 10 lessons about data 

security derived from 50+ enforcement actions.

• Start with security. • Secure remote access to your network.

• Control access to data sensibly. • Apply sound security practices when 

developing new products.

• Require secure passwords and 

authentication.

• Make sure your service providers 

implement reasonable security

measures.

• Store sensitive personal data securely 

and protect it during transmission.

• Put procedures in place to keep 

security current and address 

vulnerabilities that may arise.

• Segment your network and monitor 

who is trying to get in and out.

• Secure paper, physical media, and 

devices.
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Cybersecurity: The SEC View

• Cybersecurity Guidance, April 2015

• Consider periodic data security assessments

• Create strategy to address cybersecurity threats

• Implement strategy through written policies and employee trainings

• Consider educating customers about how to reduce cybersecurity threats 

to their user accounts

• SEC Commissioner Luis Aguilar:

• “Given the significant cyberattacks that are occurring . . . ensuring the 

adequacy of a company’s cybersecurity measures needs to be a critical 

part of a board of director’s risk oversight responsibilities.”
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Cybersecurity:
Assessing Risk and Implementing 

Effective Governance



Fundamental Governance Issues

• Will cybersecurity risk be overseen directly by the Board or a 

Committee?

• How knowledgeable are Board members on cybersecurity 

matters?

• What should be reported, when, to whom and how?

• What are the expectations and budgetary constraints for 

spending on cybersecurity? 
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What Should Boards Consider?

• Do we have effective oversight of cybersecurity? 

• Do we have internal and external teams to deal with a breach 

(communications, forensic, regulatory, legal)?

• What do our disclosures say?

• Do we have adequate cyberliability insurance?

• Are we frequently assessing cybersecurity issues?
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Assessing Cybersecurity Risk

• Technical controls (e.g., NIST Cybersecurity Framework, 

PCI DSS compliance)

• Data mapping

• Frequent monitoring through privacy and cybersecurity risk 

assessments 
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Key Data Security Practices

• Periodic cybersecurity risk assessments

• Design and implement written policies and procedures to 

safeguard data

• Monitor and secure network access

• Require secure passwords and multifactor authentication

• Use strong encryption

• Manage third parties’ handling of data, require strong security 

controls

• Train employees on data security issues

• Design incident response plan and test incident response plan 

via tabletop exercise
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Building Sustainable Cybersecurity Governance

• Information security policies

• Other internal policies and procedures

• Security awareness within company

• Accountability across the organization
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Takeaways

• Breaches are a continuous and escalating issue

• There must be oversight from the Board and management in 

ensuring accountability across the organization

• Organizations must design and implement technical, 

administrative, and physical controls to effectively manage 

cybersecurity risk
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