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Describe Yourself

How knowledgeable are you 

about  technology?

• Not at all

• Somewhat

• Very knowledgeable

• I am an expert



Jeff Immelt, GE Chairman and CEO

"If you went to bed last night as an industrial company, you're going to wake up this 
morning as a software and analytics company."

Fortune, 2014
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Changing Landscape of Technology Transactions

• Technology transactions are getting more complex as we shift models 

• Shift from internal data centers, to SaaS to IaaS/PaaS 

• Need to protect data via contracts AND via internal governance and controls  

• Legal needs to work closely with technology teams

• Ethical duties to keep abreast of changes in technology and protect your company’s data
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Data is 
moving from 
behind your 

firewall to the 
cloud



Jeff Pashalides, Head of Corporate at Sequoia Capital

“In some ways, [public cloud] is the elephant in the room…. [T]he public cloud is already a big 
thing for big business and for large consumer web companies. Despite this, from an enterprise 
adoption perspective, and from defining which workloads are there today and which will be 
there tomorrow, the public cloud is an open question that is top of mind for CIOs.”
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Hyperscale Cloud Providers and the Shared Responsibility Model

“With great power, comes great responsibility.”

Spider-Man

• Shared Responsibility Model

– Security – customer responsible for data encryption and proper configuration of cloud 
service security features

– Disaster Recovery/Business Continuity – customer has control over level of redundancy, 
so customer shares responsibility for ensuring business continuity

– Appropriateness of Services – customer responsible for choosing appropriate cloud 
service for its needs

– Liability – customer typically asked to assume more of the liability than in a traditional 
vendor relationship
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Microsoft Azure Cloud Services

“…Many organizations that consider public 
cloud computing mistakenly assume that 
after moving to the cloud their role in 
securing their data shifts most security and 
compliance responsibilities to the CSP.”

-Shared Responsibilities for Cloud 
Computing whitepaper by Microsoft 
https://gallery.technet.microsoft.com/Shar
ed-Responsibilities-81d0ff91

8

https://gallery.technet.microsoft.com/Shared-Responsibilities-81d0ff91


Amazon Web Services
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“While AWS manages security of the cloud, security in the cloud is the responsibility of the 
customer. Customers retain control of what security they choose to implement to protect their 
own content, platform, applications, systems and networks…” 
https://aws.amazon.com/compliance/shared-responsibility-model/

https://aws.amazon.com/compliance/shared-responsibility-model/


Cloud Services in the Context of Outsourcing

• Use of IaaS/PaaS services is essentially an outsourcing of compute hosting services

– e.g., Monetary Authority of Singapore Guidelines on Outsourcing Risk Management cover 
cloud computing  

• Unlike SaaS, each IaaS/PaaS agreement can address multiple use cases across multiple 
IaaS/PaaS services offered by the cloud provider 

• Each use case deployed into the cloud is an outsourcing

• However, agreements with IaaS/PaaS providers typically:

– lack the elements of traditional outsourcing agreements (such as controls over personnel, 
facilities and equipment, negotiated service levels, termination assistance)

– contain vendor rights unheard of in traditional outsourcing agreements (such as broad 
rights to suspend services) 
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Need to Manage Use of Cloud Through Governance and Controls

• Review of Service Descriptions

• Security best practices and standards

– Patterns and practices around encryption and security configurations

– Independent/3rd party audits 

– SOC, ISO

– Internal/external vulnerability management practices and scan results (where 
applicable) 

• Business Continuity/Disaster Recovery

• Reviewing Risk Over Time and “Right-sizing” the Agreement

• Data Privacy
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• Responsibility flows up/back to you the customer

• Make sure that you have appropriate controls in place to limit the use of data

• Written Data Processing Agreement

• Required under GDPR

• Outline the duration, nature, purpose, and types of data processed

• State explicitly: data will 'only be processed in accordance with the customer instructions’

• Vendor will help customer comply with rules placed on data controller

• Affirmative obligation for vendor to inform customer if an instruction violates the law

• Deletion & Return of Data

Privacy Issues
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Legal’s Role

• How Legal is involved?

• Negotiating contracts

• Advising on internal governance and 
controls

• Advising on who owns the responsibility 
if something goes wrong
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Ethical Duty

ABA Model Rules

• 1.1 “A lawyer shall provide competent representation to a client. Competent representation requires 
the legal knowledge, skill, thoroughness and preparation reasonably necessary for the 
representation.”

• Comment 8 “A lawyer should keep abreast of changes in the law and its practice, including the 
benefits and risks associated with relevant technology.”

• 27 states have now adopted the Comment 8.

– NY, CT, NH, DE

• Ethics opinions

– Illinois State Bar Association published Opinion No. 16-06

Model Rule 1.6(c)

• “A lawyer shall make reasonable efforts to prevent the inadvertent disclosure of, or unauthorized 
access to, information relating to the representation of a client.”

https://www.isba.org/sites/default/files/ethicsopinions/16-06.pdf


Top 6 Tips:
Working with Technology



Tip #6: Understand Your Company’s Technology

• Understand your company’s business and the technology your company uses daily

• Understand your company’s technology strategy:  

– Cloud first to cloud never

– Bring your own technology

• Understand who has responsibility for buying and maintaining technology:

– What is legal’s role in this?

– What is your process for buying technology?

– Make sure it includes a process to identify when shadow IT is being bought or used



Tip #5: Know Your Vendors and Vendors’ Vendors

• Know who your vendors are and what services/products they provide

• Connect and work with your security team:   

– You both need to know when you find new places to store data

• Put a process in place to identify new technology being used:

– It’s happening; you just may not know about it

– Trust but verify 

– Know “Where is our data?”  

• Remember, your law firms are also vendors and you need to check their security 
practices too



Tip #4: Use Contracts to Your Advantage

Contracts are now a compliance tool

It’s all about the data...

• What types of data will be shared?

• Where is the data located?

• How will the data be processed?

• Who has access to the data?  

• What’s the data flow?  Will data be transferred?  Pursuant to what legal mechanisms?  Operational 
mechanisms?  Who has the obligation to secure the environment?

• For cloud offerings, what is the nature of the deployment model (public, private, hybrid cloud) and 
service model (SaaS, IaaS, PaaS)?

• Trust but verify

• What happens to the data when the contract ends?



Tip #3: Be a Partner to the Business

• Find a way to help your business partners understand and mitigate technology risks; help 
them achieve success

• Host a series of lunch and learns with your business and technology counterparts:

– Present on areas of respective expertise

• Contract and licensing 101

• Technology 101

• Sales 101, Operations 101, etc.

• Meet regularly to discuss issues, trends, etc.



Tip #2: Know Your Company’s Breach & Incident Response Plans and 
Practice Them

If you don’t have a plan – create one!

Know the plan.

Know who has what roles in the plan.

Are my third parties included in the plan?

Practice, practice, practice!



Tip #1: Get Comfortable with Technology

Associations

• ACC.com, ACC Committees and Chapters 

– ACC Cybersecurity Questionnaire and Guide -
Litigation Committee 

• Society of Corporate Governance –
www.societycorpgov.org

• IAPP.org – International Association of Privacy 
Professionals

News

• LegalTechNews - www.legaltechnews.com

• ABA’s Law Technology Today-
http://www.lawtechnologytoday.org/

• PinHawk - www.pinhawk.com

• Pocket  - https://getpocket.com/

Technology

• Two Factor Authentication -
https://twofactorauth.org/

• Password storage 

– LastPass - lastpass.com

– Dashlane – dashlane.com

– Roboform – roboform.com

http://www.societycorpgov.org/
http://www.legaltechnews.com/
http://www.lawtechnologytoday.org/
http://www.pinhawk.com/
https://getpocket.com/
https://twofactorauth.org/
lastpass.com
dashlane.com
roboform.com


Tip #1: Get Comfortable with Technology (cont.)

Educate yourself

• Take a class - Local universities and bar associations (ACC, IAPP, ABA)

• YouTube – search “technology basics for lawyers”

• Mentor someone

• Websites and Reading

– Changes in state data breach laws
• BNA/Bloomburg Privacy

• Baker Hostetler : https://www.bakerlaw.com/files/Uploads/Documents/Data%20Breach%20documents/Data_Breach_Charts.pdf

• National Conference of State Legislatures (NCSL)

– The Art of Invisibility 

– Cybersecurity Litigation:  Consumer Data Protection and Privacy, Samuel Rosenthal, Bloomberg/BNA

– Future Crimes: Inside the Digital Underground and the Battle for Our Connected World, Marc Goodman

– The Tech Contracts Handbook:  Cloud Computing Agreements, Software Licenses and Other IT Contracts 
for Lawyers and Business People, David W. Tollen

– Blogs, Twitter, etc.

https://www.bakerlaw.com/files/Uploads/Documents/Data Breach documents/Data_Breach_Charts.pdf


Question and Answer
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Appendix



Key Terms and Definitions*

• Hosting (Website hosting, Web hosting, and Webhosting): the business of housing, serving, and 
maintaining files for one or more websites.

• The Cloud (Cloud Computing): a type of Internet-based computing where different services such 
as servers, storage, and applications are delivered to an organization's computers and devices 
through the Internet. Examples of Cloud Computing include:

– Infrastructure as a Service (IaaS): a service model that delivers computer infrastructure on an 
outsourced basis to support enterprise operations. Typically, IaaS provides hardware, storage, 
servers and data center space or network components; it may also include software.  Examples:  
Google Cloud Platform, Amazon AWS, Microsoft Azure

– Platform as a Service (PaaS): a category of cloud computing services that provides a platform 
allowing customers to develop, run, and manage web applications without the complexity of 
building and maintaining the infrastructure typically associated with developing and launching an 
application.   Examples:  Intuit Quickbase, SalesForce Force.com, Google App Engine

– Software as a Service (SaaS): a software distribution model in which applications are hosted by a 
vendor or service provider and made available to customers over a network.   Examples:  
SalesForce, CSC Entity Management, SOP Manager, HR software (google), WorkDay, Microsoft Office 
365 

*Technology terminology sources include: Wikipedia, Technopedia, Internationals Association of Privacy Professionals 

(IAPP), ABA, ACC, The Shared Assessments Program, Merriam-Webster, and Ponemon Institute.



Key Terms and Definitions (cont.)

Shadow IT: Where a user/department finds a cloud provider to do work because IT is too busy, and 
usually without knowledge/oversight controls of IT/IT security/legal.

Single Sign-On (SSO): A session/user authentication process that permits a user to enter one name 
and password in order to access multiple applications. May be used interchangeably with “federation” 
or “federated login.”

Security Assertion Markup Language (SAML): A data format for exchanging authentication and 
authorization data between parties, in particular, between an identity provider and a service provider.

Federation: Refers to different computing entities adhering to certain standards of operations in a 
collective manner to facilitate communication.

Encryption: The conversion of electronic data into another form, ciphertext, so that it cannot be easily 
understood by anyone except authorized parties with the key. Types of encrypted data include: Data in 
Use, Data at Rest, Data in Motion.

Payment Card Industry Data Security Standard (PCI DSS): Industry created policies and procedures 
intended to optimize the security of credit, debit, and cash card transactions to protect cardholders 
against misuse of personal information and financial loss.



Key Terms and Definitions (cont.)

• Big Data:

– Data sets so large or complex that traditional data processing applications are inadequate. 
Challenges include analysis, capture, search, sharing, storage, transfer, visualization, and privacy. 

– High-volume, high-velocity, and high-variety information assets that demand cost-effective, 
innovative forms of information processing for enhanced insight and decision making.

• Information Governance: Framework composed of standards, processes, roles and metrics that 
hold organizations and individuals accountable to create, organize, secure, maintain, use and 
dispose of information in ways to align and contribute to the organization’s goals.

• Internet of Things (IoT): Network of physical objects embedded with electronics, software, and 
sensors enabling connectivity (remote data exchange) between manufacturer, operator, and other 
devices. Resulting in improved efficiency, accuracy, and economic benefits. 



Key Terms and Definitions (cont.)

• Phishing: Broad scattered email fraud where user is duped into revealing personal or 
confidential information for illicit use.

• Spear Phishing: Phishing that targets a specific organization; messages appear to come 
from trusted source.

• Smishing: Broad scattered texting fraud where user is duped into revealing personal or 
confidential information for illicit use.

• Business Continuity Plan (BCP):  A plan to ensure that a company’s personnel and assets 
are protected and able to function in the event of a disaster.

• Disaster Recovery (DR): Policies and procedures enabling the recovery or continuation of 
vital technology infrastructure and systems following a natural or person-made disaster.



Key Terms and Definitions (cont.)

Security Assessments

• ISO27001: Information security standards providing best-practice recommendations on 
information security management, risks and controls within the context of an overall security 
management system. 

• National Institute of Standards and Technology (NIST) Cybersecurity Framework:  A voluntary 
framework to help organizations manage cybersecurity risk in the nation’s critical infrastructure, 
such as bridges and the electric power grid.

• Service Organization Controls (SOC) Reports: Designed to help service organizations, 
organizations that operate information systems and provide information system services to other 
entities, build trust and confidence in their service delivery processes and controls through a report 
by an independent Certified Public Accountant.

• Standard Information Gathering (SIG): A compilation of questions to determine how information 
technology and data security risks are managed across a broad spectrum of risk control areas.  SIG 
was created as part of The Shared Assessments Program. 

• SIG Lite:  A shorter version of the SIG assessment.


